DATA MANAGEMENT AGREEMENT

This Agreement is made on this…………… day of …………..20……., by and between :
………………………………. a company incorporated under Companies Act 2013, having registered office at ……………………………..
Hereinafter referred as “the Controller” (which term shall unless repugnant to the context or the context otherwise requires mean and include his administrators, assignees, attorney holders, executors) the FIRST PART.
And
…………………………… a Partnership firm incorporated under Partnership Act, 1932, having it’s place of business at ……………………..
Hereinafter referred as “the Data Processor” (which term shall unless repugnant to the context or the context otherwise requires mean and include his administrators, assignees, attorney holders, executors) the SECOND PART.
WHEREAS, Data Controller is engaged in the business of…………………..
WHEREAS, Data Controller collects, processes, and stores personal data in the course of its business operations.
WHEREAS, Data Controller desires to engage Data Processor to provide data management services as specified herein;
WHEREAS, Data Processor represents that it has the expertise, infrastructure, and capabilities to perform the data management services as described in this Agreement.
NOW, THEREFORE, in consideration of the mutual covenants contained herein and for other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the parties agree as follows:
1. DEFINITION AND INTERPRETATION: 
Unless otherwise defined herein, capitalized terms and expressions used in this Agreement shall have the following meaning:
1) “Agreement” means this Data Management Agreement and all Schedules attached herein. 
2) “Data” means any information, including but not limited to text, images, audio , video, or other multimedia content, in electronic or any other form, processed, stored, or transmitted by or on behalf of the Data Controller as a part of the services provided under this Agreement.
3) “Personal Data” means any information relating to an identified or identifiable nature person, as defined by applicable data protection laws and regulations, including but not limited to names, email address, identification numbers, location data, online identifiers, or any other information specific to an Data Controller.
4) “Data Controller” means the person who is receiving the services under this agreement.
5) “Data Processor” means the person who is processing the personal data on behalf of the Data Controller, as defined by applicable data protection laws and regulations.
6) “Intellectual Property Rights” means all patents, copyrights, moral rights, trademarks, trade secrets, and any other intellectual property right recognized by applicable law.
7) “Processing” means any operation or set of operations which is performed on Personal data or on sets of Personal Data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination, or otherwise making available, alignment or combination, restriction, erasure or destruction. 
8) “Term” means the duration of this agreement defined in this agreement.
9) “Data breach” means any unauthorized access, disclosure, alteration, loss, or destruction of data, including, but not limited to the personal data, defined by applicable data protection laws and regulation.
10) “Dispute Resolution Mechanism” shall refer to the process outlined in Clause 10 for resolving any disputes arising under this agreement.

2. SCOPE OF SERVICES:
The Data Processor shall be responsible for the performance of following activities while giving services under this agreement:
1) Data Storage: Data Processor shall store data in secure data centers located in ……………………. And Data Processor shall implement industry-Standard and Security Measures including but not limited to encryption, access controls, and regular audits. Data Processor shall also implement the backup procedure to prevent the data loss.
2) Data Processing: Data Processor shall process the personal data of the Controller only for the purpose of performing the contract between the Controller and the Data Processor and any other documented instructions from the Controller which may be received in writing, from time to time. 

The Data Processor shall not engage or use any third party for the Processing of Personal Data or permit any third party to Process Personal Data without the prior written consent or general written authorisation of the Controller.

3) Data Analysis: Data Processor shall conduct data Analysis for ………………… in accordance with Controller’s instructions. The results of the data analysis shall be used for improving Services, enhancing efficiency of the service.

3. PAYMENT OF SERVICES:
In consideration for the services provided by the Data Processor, the Controller agrees to pay the Data Processor following fees and payment for the performing Data Management Services
	Service Type
	Rate (Per hour/Day/Project)
	Payment Schedule(Monthly/Quarterly/Yearly)

	
	
	

	
	
	

	
	
	



4. DATA OWNESHIP AND USE:
Data Processor shall only process, manage, and use the data for the purposes explicitly outlined in this Agreement.

Data Processor acknowledges and agrees that it has no ownership rights or claims over the data. Data Processor may create derivative works for analysis of the data, but the ownership shall remain with the data controller.

5. DATA SECURITY AND CONFIDENTIALITY:
Data Processor shall implement and maintain reasonable and appropriate technical, physical, and organizational security measures to protect the confidentiality, integrity, and availability of the data.

Security measures shall include, but not be limited to, encryption of data in transit and at rest, access controls, firewalls, intrusion detection and prevention systems, regular security audits, and the use of industry-standard security protocols.

Data Processor agrees to keep all data received from Data Controller confidential and shall not disclose, sell, or otherwise transfer it to any third party without the prior written consent of Data Controller.

Data Processor shall ensure that its personnel, subcontractors, or agents who have access to the data are bound by confidentiality obligations consistent with those set forth in this Agreement.

6. DATA PRIVACY AND COMPLIANCES: 
Data Processor agrees to comply with all applicable data protection and privacy laws in India, including but not limited to the Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 ("SPDI Rules") and the Personal Data Protection Bill 2023 which will be enacted into law in upcoming years.

Data Processor shall promptly notify Data Controller of any changes in relevant Indian data protection laws and regulations that may impact the processing of data under this Agreement.

7. SUBCONTRACTING:
If Data Processor engages subcontractors, Data Processor shall ensure that subcontractors agree to the same data protection and security obligations as those set forth in this Agreement.
Data Processor shall remain fully liable to Data Controller for the performance of the subcontractors in relation to the data processing activities. Data Processor shall also provide Data Controller with a list of all subcontractors engaged for data processing activities, including the nature of their services and their contact details. Data Processor shall further indemnify and hold harmless Data Controller from any claims, losses, damages, costs, or liabilities arising out of the acts or omissions of subcontractors.

8. TERM:
The initial term of this Agreement shall be ………………., commencing on …………………, Either party may terminate this Agreement upon written notice to the other party for material breach of its terms.

7.TERMINATION:
This agreement shall be presumed to be dissolved if any of the following event occurs:
1) Breach of Contract: If one party fails to fulfil its obligations, the other party shall have the right to terminate this agreement.
2) Mutual Agreement: Both parties may agree to terminate the agreement by mutual consent.
3) Insolvency or Bankruptcy: If one of the parties becomes insolvent or declares bankruptcy, then this agreement will be presumed to be terminated.
4) Force Majeure: Unforeseen events beyond the control of the parties that make it impossible to fulfill the agreement, then this agreement may be terminated by both parties upon giving evidence of unforeseen event from proper authority.

9. INDEMNIFICATION:
The Data Processor shall at its own expenses, defend, indemnify and hold harmless the Controller ,its officer, employees, representatives and agents, from and against any loss, liability, damages, costs or expenses (including attorney’s fees) of any nature whatsoever arising from any claim or action, including any claim or action against the Controller for infringement of any patent, copyright, trade, secret or other intellectual property, related to the Data Processor’s provision of the Services contemplated by this Agreement or breach of any obligation set forth in this agreement. The Data Proccesor shall have the right to conduct the defence of any claim or action and all negotiations for its settlement. The Controller may participate in any such defence and negotiations to protect its interest.

10. DISPUTE RESOLUTION MECHANISM:
All or any disputes arising out of this Agreement shall at the first instance be referred to an Arbitrator to be mutually appointed by the Parties and the seat of Arbitration shall be ……………..with the language of Arbitration as English and any failure to arrive at a resolution thereof shall entail invocation of civil or criminal proceedings in the appropriate Courts of Law and the jurisdictional Court in such cases shall be the one vested with powers of trial under the Law applicable to the cause of action. Costs of legal proceedings shall be as directed by the Arbitrator or the Court as the case may be.

11. GOVERNING LAW:
This Agreement shall be governed by and construed in accordance with the extant laws of India.
IN WITNESS WHEREOF, the parties hereto have hereunto set their hands and seals thereto as on the date first above written.

	Party of the First Part
	…………………………….






	Witness;

	Party of the Second Part
	………………………….



	Witness;
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